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The MCP Journey: From Protocol
Promise to Production Reality

An analysis of the Model Context Protocol’s evolution, from its disruptive
potential to the enterprise-grade infrastructure emerging today.
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Al’s Integration Problem: A Cambrian Explosion
of Tools with No Common Language

“APIs were the internet’s first
great unifier—creating a shared
language for software to
communicate—but AI models
lack an equivalent.”

— al6z

Explain the ‘NxM problem’: As
foundational models get more intelligent,
connecting N agents to M tools results in
a tangled, unmanageable web of custom
integrations.

Each new tool requires bespoke business
logic for every agent that uses it,

creating brittle, insecure, and
high-maintenance systems that are
impossible to scale.
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The Protocol Solution: A Standard Interface for

Al-to-Tool Interaction

Model Context Protocol (MCP) is an open protocol, inspired by the Language Server
Protocol (LSP), that allows systems to provide context to Al models in a generalisable way.

It defines a standard for how Al agents can call external tools, fetch data, and interact with

services, enabling autonomous workflows.
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The Peak: When Every App Becomes an
“Everything App”
In its early phase, MCP’s potential seemed limitless. By connecting a single, high-quality

client to a growing library of servers, developers could unlock novel workflows and turn
specialised applications into multi-purpose powerhouses, all through natural language.
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From Developer Power Tools to Creative Co-Pilots

Dev-Centric Workflows

Developers can stay in their IDE and interact with any tool.
Instead of switching contexts, they can use the Postgres
MCP server to run SQL commands, the Upstash server to
manage cache, or give a coding agent live browser access
for debugging with the Browsertools server.
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Net-New Experiences

MCP enables experiences previously impossible. Amateur
users can now use natural language to create complex 3D
models. Community-built servers for Blender, Unity, and
Unreal Engine are making text-to-3D workflows a reality.
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The Trough: Confronting the
Realities of Security and Scale

As adoption grew, the initial excitement met the harsh realities of production deployment. The
protocol’s focus on convenience over security, combined with gaps in its specification, created
significant implementation challenges and exposed serious vulnerabilities for early adopters.
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A Widening Attack Surface: From Flawed Auth to Tool Poisoning

The lack of a standardised authentication mechanism in the protocol created a security vacuum.

Researchers and internal security teams quickly uncovered critical flaws.

7

< Authentication &
Authorisation Flaws

Microsoft’s research revealed that
multi-tenant applications could be
exploited, and a Microsoft Word
engineering MCP server was
found to lack authorisation
checks, allowing access to
production logs. Azure sample
templates contained XSS and
CSRF vulnerabilities in the
consent screen.

ot

%

Tool Poisoning

Invariant Labs discovered that
malicious instructions, hidden
from humans (e.g., as white space
in a Ul), could be fed to an Al
agent. One exploit showed how a
seemingly innocent
‘get_fact_of_the_day() " tool was
used to extract a user’s entire
WhatsApp message history.

\
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@ Command Injection

& Data Exfiltration

Security reports (Docker,
arXiv:2503.23278) highlighted
risks of malicious servers tricking
hosts into running arbitrary
commands, accessing sensitive
files ("~/.ssh/id_rsa’), or leaking
environment variables and API
keys.
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The Enterprise Roadblocks: More Than Just Security

Authentication & Implementation &
|ldentity @ @

Developer Experience

MCP’s reliance on Dynamic Client Registration (DCR) Early attempts at serverless MCP deployment were
for anonymous clients clashes with enterprise SSO ‘doable but far from seamless.” Key issues included
systems. The current flow requires multiple, user- cold start delays of up to 5 seconds, inconsistent
driven authentications with no admin-level visibility or =~ logging between FastAPI and AWS Lambda, and a
control, creating a compliance nightmare. (Source: confusing developer experience with no standard
Xenoss) testing tools. (Source: Xenoss)

“Not knowing which client is attempting As one Chief Azure Architect put it, “unless

to connect to the server in advance goes MCP evolves to support serverless

against the need for reliability and the deployment options, I'll likely keep

strict security that enterprises operate by.” building around it instead of inside it.”
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The Slope: An Ecosystem Forges
Enterprise-Grade Solutions

In response to the clear challenges, the MCP ecosystem began to mature. A new
wave of infrastructure, tooling, and best practices emerged, designed specifically to
address the security, scalability, and management gaps of the core protocol.
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Tackling the NxM Problem: The Rise of the MCP Gateway

An MCP Gateway is a specialised reverse proxy that sits between Al agents and MCP servers. Instead of
connecting to dozens of tool endpoints, agents connect to a single, unified gateway that securely routes
requests, manages credentials, and enforces policies.

BENEFITS

e Centralised Security & Governance:
Enforce authentication, authorisation,
and audit logging in one place.

» Unified Observability: Centralised
@ logging, metrics, and tracing turns an
‘observability black hole' into a clear
picture.

= e Operational Efficiency: Manages
@}/ credential sprawl and simplifies tool
discovery and management.

* Cost Management: Enables intelligent
@ caching and rate limiting to prevent
runaway APl usage.
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A Taxonomy of MCP Gateways

The MCP Gateway market is not monolithic. Solutions are optimised for different
priorities, falling into three main categories. (Source: Composio)

(’\) Managed
@ Platforms

Philosophy

Optimised for speed of development
and integration. Abstract away
infrastructure complexity so teams
can focus on agent logic.

Use Case

Best for teams prioritising rapid
development and time-to-market.

Example
Composio

Security-First
Proxies

Philosophy

Built with security as the primary
concern. Act as a policy enforcement
point, inspecting traffic for threats,
masking PIl, and preventing prompt
injection.

Use Case
Ideal for enterprises in regulated

industries like finance and healthcare.

Example
Lasso Security

——— Infrastructure-Native
Open Source

Philosophy

Integrate naturally into existing
DevOps ecosystems like Docker and
Kubernetes. Offer maximum control
and a familiar, CLI-driven experience.

Use Case

For teams with strong DevOps skills
who want to manage infrastructure
as code.

Example
Docker MCP Gateway
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From Flaws to Frameworks: Hardening MCP Security

Alongside gateways, a new category of specialised security tooling has emerged to proactively identify and
mitigate risks in MCP servers before they reach production.

Security Scanners Runtime Monitoring
Tools like Enkrypt Al's MCP Scanner and Thoughtworks' Scanners can also operate in a proxy mode, continuously
MCP-Scan provide automated security assessments. They monitoring runtime traffic. This enforces custom security rules
perform static analysis to detect vulnerabilities like command and guardrails, including tool call validation, Pll detection, and
injection, path traversal, and prompt injection, and audit data flow constraints, ensuring that even if a malicious prompt
configurations for issues with sandboxing, timeouts, and Is accepted, the agent cannot execute harmful actions.
authentication. (Source: Thoughtworks)
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The Plateau: MCP as Enterprise-Ready Infrastructure

With mature architectural patterns like gateways and a robust tooling ecosystem for security and
discovery, MCP is moving beyond early adopters and becoming a foundational layer for scalable,
secure, and context-aware Al in the enterprise.
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In Production Today: How Leading
Enterprises are Adopting MCP

M Block | Bloomberg amazon

)

Engineering teams use MCP tools |  After initially building an internal With thousands of internal APISs,
to refactor legacy software, . alternative, Bloomberg adopted MCP became the natural
migrate databases, and run unit MCP as an organisation-wide standard to connect Al agents.
tests. Design, product, and standard for its semantic Employees create agents to
support teams use an internal ' mapping potential. review tickets, ur tickets,
agent (‘Goose’) to generate | process the internal wiki, and
documentation and process “We quickly recognized that MCP automate CLI tasks.
process tickets. . had that same potential [as our

. internal approach]... but it was “Most internal tools already
Tools Integrated - being built in the open.” added MCP support.”
Snowflake, Jira, Slack, Google - Sabhav Kothari, Head of Al - Amazon SDE
Drive ' Productivity
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The Next Unifier: Reshaping the Future of Al Tooling

As MCP becomes the de facto standard for Al-to-tool interaction, it will fundamentally reshape the
software ecosystem, creating new modes of competition, pricing, and development. (Source: al6z)
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From APIs to Tools

Competitive advantage will shift from
having the best API design to shipping the
best and most discoverable collection of
tools for agents to use. Tool design will
become scenario-centric, not API-centric.

Documentation as
Infrastructure

Clear, machine-readable documentation
(e.g., llms.txt’) will become a critical piece
of infrastructure, with MCP servers being
automatically generated from existing
documentation.

The Rise of Dynamic Pricing

Agents may dynamically select tools based
on a real-time combination of speed, cost,
and relevance, leading to a more market-
driven adoption process that favours
performance and modularity over
incumbency.

A New Mode of Hosting

Hosting will evolve to support multi-step,
stateful agentic workloads, requiring built-
in resumability, retries, and real-time load
balancing across different MCP servers.
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