Architectural Resilience in the Age of Agency

Navigating the pinning trap, securing the agent mesh, and deploying enterprise Al at scale.
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Software no longer merely computes;
It acts autonomously within your environment.

Goal Tool
Decomposition Execution

Decision
Engine
External
API
Learning
Feedback
Environment
Monitor
Phase 1: Static Code (Past) Phase 2: Prompt Chat (Present) Phase 3: Agentic Workflows (Future)
Static API calls and deterministic logic Human-in-the-loop natural language generation Goal decomposition, tool execution, and multi-agent coordination

An agent is not an isolated entity. It is part of a layered authority chain-from developer to operator

to end user. With autonomy comes unprecedented operational risk.




Hardcoding logic to a specific model version
creates massive technical debt.

GPT-4 Magic Prompt

Agentic Y, GPT-40
App 77 Update
The Trap The Break The Dilemma
Relying on highly specific strings of text When the underlying model is upgraded or Remain on a deprecated, expensive model,
that exploit a model’s subtle biases to deprecates, behavioral regressions occur. or undergo a costly refactoring of the
produce exact JSON schemas. The application fails downstream. entire prompt and validation stack.
https://portfolio.upendrakumar.com/




Agent skills are unsandboxed local code executions, creating a new
malware supply chain.

ClawHavoc Attack Vector
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Confirmed malware
skills identified in the
ecosystem.

12,559+

Total downloads of
malicious agent
packages.

70.1%

Skills exhibiting OAuth
over-provisioning
(e.g., requesting full
repo access).

43 .4%

Skills containing
severe command
injection
vulnerabilities.
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Unmediated access bypasses zero-trust and exposes enterprise data.

Broken Perimeter
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Warehouse

' User ID=adm1n,Password=hafdcoded_secret'

Semantic Kernel agent querying database with hardcoded keys.

Gateway verifies Managed

If the LLM hallucinates a DROP TABLE

command, it should never have the
authorization to execute it in the first place.

Front Desk
(API Management Gateway)
Entra ID
‘ Identity
Entrannent  Verification Warehouse
Gateway & Logging
Identity, logs request, and proxies access.
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The GenAl Gateway enforces centralized governance and dynamic routing

N , N
Security

Replacing static API keys with
Managed Identities and enforcing
Azure AI Content Safety checks.

Traffic Mediation

Normalizing tool-call syntax
across providers and transforming
formats (XML to JSON).

>3

T Azure API T
Management

l

Governance \
Emitting token metrics to

Resiliency

Implementing smart load
Application Insights, managing balancing across multi-region
quotas, and maintaining immutable pools and dynamic circuit
audit logs. breaking.
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Circuit breakers and semantic caching ensure high
availability and control token costs.

Dynamic Circuit Breaking Semantic Caching
External Cache
Primary Path E |
Incoming Request
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Modern Al architecture requires distinct abstraction layers
for execution, orchestration, and connectivity.
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EXZCUTION LAYER
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Semantic Kernel
(The Foreman)

Orchestration and planning.
Takes a high-level goal,
decomposes it, and selects
the right tools to execute the
plan.
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B =
Azure SDK e &
(The Hammer) = it
&)
Exact, imperative code for S
direct execution. Does not
think; executes specific
commands to storage or
databases.
N\ /
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SYSTEM RESOURCES

INTELLIGENT PLANNING HUB | H ENTERPRISE DATA & TOOLS

PLANNING & DELEGATION

CONNECTIVITY LAYER

Model Context Protocol / MCP
(The USB-C Port)

The universal standardization
layer. Replaces point-to-point
custom plugins with a single
integration protocol to safely
connect enterprise data.
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Route tasks based on risk: deterministic vs. probabilistic Al paths

(|

Path A: SAP RPT-1
(Deterministic)

Path B: LLM Orchestration
(Probabilistic)

risk (no free-text parsing).

Data Type Tabular and structured data. Unstructured natural language.
: Bounded, repeatable predictions Non-deterministic language
Output Behavior with confidence scoring. generation.
Security Risk Zexro classic prompt injection Highly susceptible to hallucinations

and adversarial injections.

Compliance Fit

Vv

High regulatory compliance
out-of-the-box.

Requires strict masking and layered

guardrails before deployment.
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Probabilistic LLM paths require a multi-stage security
pipeline before execution.
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Masking

Integration

anonymizing

SAP Data
Privacy

(DPI)

PII and
secrets.

¢~ | toxic inputs,

Content
Filter

Blocking
jailbreaks,

and adversarial
injection
attempts.

Prompt
Templates

Standardizing
 inputs via

to prevent
freeform
manipulation.

~ ' fixed structures |

Grounding

Injecting
verified
enterprise
context via
HANA Vector
Engine to
prevent

hallucinations.
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Industrial operations require deterministic edge
agency decoupled from cloud latency.

Intel Core Ultra Series
3 Architecture

NPU: Independent
4 execution for Vision
P o - Models.

GPU: LLM
Nl reasoning and
- multimodal
processing.

CPU: Real-time,
deterministic
physical control
loops.

r

Strategic Edge Benefits

- Sub-millisecond latency for
physical Al and robotics.

- Complete offline resilience
during network severances.

i- Zero external data leakage
via local Small Language
Models (SLMs).

I+ Proven 39% to 67% TCO
savings over cloud/discrete
GPU setups.
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Zero-trust network topologies require ‘deny-all’
default communication between agents.

r " r 1
Implicit Trust Granular RBAC.
Is Dead.
= i H
| N The gateway enforces
Agents cannot share data APIM T Role-Based Access Cont-
peer-to-peer or access Gateway | v trol, ensuring an agent
databases directly. only accesses what a
human in the exact same
role could access.

L =l L - |
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A five-step architectural migration from
pinned models to a governed Al mesh

IBM Plex Mono

Stand up the API
Management Gateway in g
a secure hub-and-spoke
IBM Plex Mono VNET.
Hunt for and eliminate
“x-api-key" and static
secrets in all Semantic
Kernel code.

r b

Deploy APIM

=

Audit Plugins

IBM Plex Mono

Strip direct internet
access; wrap APIs as
standardized MCP

servers.
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Wrap Backends
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Strip direct internet
access; wrap APIs as
standardized MCP servers.

—

Enforce Identity

Secure

Rout

Agent
plugin

Agent
plugin

Agent
plugin

identity
token Agent

Grant agents System
Assigned Managed
Identities via Entra ID.

e Traffic

d: b APIM
Gateway

e

Point all agent plugins
exclusively to the
gateway endpoints.
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The Al Fortress integrates cloud orchestration, edge autonomy, and mediated access.

Identity & Access (Entra ID, MFA)

The AI Gateway (APIM, MCP Bridge, Load Balancer)

Cloud Orchestration
Semantic Kernel connecting to Cloud LLMs through 4-stage security pipelines.
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[Security [Security lSecunty [Security
Semantic Kernel Pipeline Pipeline peline Pipeline Cloud LLMs

(IBM Plex Mono) Stage 1) Stage 2| Stage 3] Stage 4] (IBM Plex Mono, e.g., GPT-4)

Edge Autonomy
Edge Autonomy: Intel Core Ultra running local SLMs for deterministic
physical tasks.
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Intel Core Ultra Local SLMs Deterministic Physical Tasks
(IBM Plex Mono) (1BM Plex Mono) (1BM Plex Mono)
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Agentic Al will radically change
your business—but only if the
architecture can survive an audit.
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Deploy an AI
Gateway as your
enterprise
boundary.
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Adopt the Model

Context Protocol

(MCP) to

standardize tool
- calling.
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Evaluate Edge
architecture for
physical or
high-privacy AI
fallbacks.
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